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Agenda

Topics

30-second introductions
• Name, Organization, Background, What would you like to get out of this meeting?

Background and Context 
• CARIN : Progress / Discussions to date and current thinking
• Use Cases for today

Topic #1 – ID Proofing 
• In-person
• Remote

Topic #2 – User Authentication
• FIDO Alliance

Topic #3 – Patient Consent 
• AHIMA form v2.0 (paper-based)
• FHIR Patient Consent resource
• CAML (Consent Assertion Markup Language)
• Open ID Connect / Heart workgroup

Topic #4 – Record matching 
• KBV / KBA

Next Steps
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The CARIN Alliance 

David Blumenthal David Brailer Aneesh Chopra Mike Leavitt

VISION

To rapidly advance the ability for consumers and their authorized caregivers to 

easily get, use, and share their digital health information when, where, and 

how they want to achieve their goals.   

www.carinalliance.com
@carinalliance
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Update on 2017 CARIN Alliance roadmap (focus today are the items in white)  

Deliverable Description Progress

Principles of trusted 
consumer-directed 
exchange 

Develop consensus regarding the high-level principles 
and best practices to enable the trusted exchange of 
health data between consumers, apps, and providers

Phase I – 12 Principles 
Phase II – Preferred technology workflow
Phase III – 11 Major Topics

FHIR API implementation 
best practices and 
feedback

Technology forum for sharing best practices regarding 
the implementation of the vendor-based FHIR APIs 

Ongoing; Bi-weekly technology workgroup

Public demonstrations of 
how the FHIR APIs work in 
production

Demonstrate during HIMSS, Health Datapalooza, and 
throughout the year the progress organizations are 
making implementing the FHIR-based APIs

February – HIMSS HX360
April – Health Datapalooza
October – Health 2.0 

Individual Right of Access 
best practices

Development of best practices and forms for individuals 
to request access to their health information

July – AHIMA publication v1.0
Q4 – AHIMA v2.0 / CARIN trust framework

Consumer, Business, and 
Caregiver education

Remove the business barriers to CDEx and educate 
consumers, providers, and caregivers on CDEx

On hold until 2nd half of 2017

Business and Policy input 
to the longitudinal health 
record  

Provide business and policy feedback to the SDOs as they 
work to extend the Common Clinical Data Set and create 
the longitudinal health record

Ongoing dialogue

Cures regulatory policy Provide a private-sector led vehicle for helping to define 
the regulatory policies associated with Cures

Actively engaged in the ONC’s 21st Century 
Cures Trusted Exchange Framework and 
Common Agreement meetings and 
submission of comments to the ONC
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• Can we user proof individuals outside of the provider portal using a 
federated identity structure and existing or evolving open standards 
without the need for a centralized, commercial third-party database?

• Can we securely authenticate individuals using 2-factor authentication 
without the need for a UN/PW? 

• Can we record electronic patient consent in a consistent way to facilitate 
the delivery of patient health information to a third-party application of 
the patient’s choosing?

• Can we record match a patient’s existing medical record information 
using KBV/KBA questions from the EHR via installed FHIR resources?

Major Questions
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IAL / AAL levels 

Identity Assurance Levels (IAL) Authenticator Assurance Level (AAL) Federation Assurance Level

IAL1: There is no requirement to link the 
applicant to a specific real-life identity. Any 
attributes provided in conjunction with the 
authentication process are self-asserted or 
should be treated as such (including attributes a 
Credential Service Provider, or CSP, asserts to an 
RP). 

AAL1: AAL1 provides some assurance that the claimant controls an 
authenticator bound to the subscriber’s account. AAL1 requires either 
single-factor or multi-factor authentication using a wide range of 
available authentication technologies. Successful authentication requires 
that the claimant prove possession and control of the authenticator 
through a secure authentication protocol. 

FAL1: FAL1 permits the RP to receive a 
bearer assertion from an identity 
provider (IdP). The IdP must sign the 
assertion using approved 
cryptography. 

IAL2: Evidence supports the real-world existence 
of the claimed identity and verifies that the 
applicant is appropriately associated with this 
real-world identity. IAL2 introduces the need for 
either remote or physically-present identity 
proofing. Attributes can be asserted by CSPs to 
RPs in support of pseudonymous identity with 
verified attributes. 

AAL2: AAL2 provides high confidence that the claimant controls 
authenticator(s) bound to the subscriber’s account. Proof of possession 
and control of two distinct authentication factors is required through 
secure authentication protocol(s). Approved cryptographic techniques 
are required at AAL2 and above. 

FAL2: FAL2 adds the requirement that 
the assertion be encrypted using 
approved cryptography such that the 
RP is the only party that can decrypt 
it. 

IAL3: Physical presence is required for identity 
proofing. Identifying attributes must be verified 
by an authorized and trained representative of 
the CSP. As with IAL2, attributes can be asserted 
by CSPs to RPs in support of pseudonymous 
identity with verified attributes. 

AAL3: AAL3 provides very high confidence that the claimant controls 
authenticator(s) bound to the subscriber’s account. Authentication at 
AAL3 is based on proof of possession of a key through a cryptographic 
protocol. AAL3 authentication SHALL use a hardware-based 
cryptographic authenticator and an authenticator that provides verifier 
impersonation resistance; the same device MAY fulfill both these 
requirements. In order to authenticate at AAL3, claimants SHALL prove 
possession and control of two distinct authentication factors through 
secure authentication protocol(s). Approved cryptographic techniques 
are required. 

FAL3: FAL3 requires the subscriber to 
present proof of possession of a 
cryptographic key reference to in the 
assertion and the assertion artifact 
itself. The assertion must be signed 
using approved cryptography and 
encrypted to the RP using approved 
cryptography. 



7

Topic #1 – ID Proofing

Use Case #1 – Federated Identity Assurance     
(In Person)
Patient Alice wants to use a mobile application to 
obtain her personal health information. Covered 
Entity #1 (a valid Credential Service Provider 
(CSP) has vetted her identity in person and she 
was given access to the patient portal/API. When 
Alice authenticates and authorizes her 
application with Covered Entity #1, the ID 
proofing information is obtained from Covered 
Entity #1. When Alice then wants to access to 
her information from Covered Entity #2 (Relying 
Party or RP), the ID proofing information is 
obtained from CSP #1 and Alice authenticates 
with Covered Entity #2, and so forth. 

A few questions for discussion
• Would the group recommend any 

modifications to this use case?
• Should the initial CSP be at the provider / 

EHR level or should it start upstream with 
the payer / employer?

• What open standards exist or are needed 
to facilitate this use case?

• Is remote ID proofing a different use case?
• What are the business and policy questions 

that need to be addressed to facilitate this 
use case?
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Use Case #2 – Authenticator Assurance via a third party application
Patient Alice has been ID proofed by a CSP and the CSP ID proofing information has 
been obtained by a RP. User will leverage the CSP ID proofing information and 
authenticate to each of the portals / EHRs for which they desire access with something 
she knows (e.g., PW), something she has (e.g., ID badge or cryptographic key), and / or 
something she is (e.g., fingerprint or other biometric data). 

A few questions for discussion
• Would the group recommend any modifications to this use case?
• Does the group believe the FIDO Alliance 2 factor authentication method would be a 

valuable starting point to propose in health care?
• Could we attach a social ID login to the employer / payer / patient registration process?
• What are the business and policy questions that need to be addressed to facilitate this 

use case?

Topic #2 – Authentication
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Use Case #3 – Patient Consent via a third party application
Patient Alice has been ID proofed by a CSP and authenticated by the application and 
covered entity / relying party. Patient Alice consents to sending her available electronic 
medical information to a third party application of her choice via a series of options 

A few questions for discussion
• Would the group recommend any modifications to this use case?
• How could we leverage the FHIR patient consent resource?
• How could we leverage Open ID connect and components of UMA / Heart workgroup?
• How could we expand upon CAML (Consent Assertion Markup Language)?
• How could we leverage the work of www.privacylens.org? 
• What are the business and policy questions that need to be addressed to facilitate this 

use case?

Topic #3 – Patient Consent

http://www.privacylens.org/
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Consent in Oauth 2.0

Potential Sequence using FHIR

• User instructs their app (pre-registered) to get patient data from the EHR server 
using OAuth2

• OAuth2 requires server to redirect the user to a log-in screen to authenticate themselves.
• Upon successful login, server then presents the user with an authorization screen to specify 

which health records in EHR the app should be able to access (see screenshot below, 
courtesy of Dennis Patterson from Cerner)

https://oauth.net/2/
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Oauth 2.0 and Paper Form (AHIMA) 

If the categories of health records presented in the Cerner’s OAuth2 challenge (personal 
information, allergies, etc.) are customized to match the categories in AHIMA’s consent form 
(discharge summary, emergency room records, etc.), then the act of a patient making 
selections in the OAuth2 challenge should be the same as her signing a patient consent form.
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Use Case #4 – Record Matching via a third party application
Patient Alice has been ID proofed by a CSP and authenticated by the application and 
covered entity / relying party. Patient Alice consents to sending her available electronic 
medical information to a third party application of her choice via a series of options. 
The covered entity presents patient Alice with a series of KBV/KBA questions using the 
FHIR resource(s) to confirm a valid record match. 

A few questions for discussion
• Would the group recommend any modifications to this use case?
• How could we develop a set of questions for both DSTU2 (EHR) and DSTU3 (claim) 

information?
• What are the business and policy questions that need to be addressed to facilitate this 

use case?

Topic #4 – Record Matching
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Next Steps
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